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Abstract
In this paper, we show how traditional physical interface components such as switches, levers,
knows and touch screens can be easily modified to identify who is activating each control. This
allows us to change the function per-formed by the control, and the sensory feedback provided
by the control itself, dependent upon the user. An auditing function is also available that
logs each user’s actions. We describe a number of example usage scenarios for our tech-nique,
and present two sample implementations.
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ABSTRACT easily available, it could be used to identify trainingler

In this paper, we show how traditional physical interface sign deficiencies, or perhaps indicate physical impairments
components such as switches, levers, knobs and toucbf a particular pilot.

screens can be easily modified to identify who is activating
each control. This allows us to change the function per-
formed by the control, and the sensory feedback provided by
the control itself, dependent upon the user. An auditing
function is also available that logs each user’s actions. We
describe a number of example usage scenarios for our tect
nigue, and present two sample implementations.
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INTRODUCTION

Control rooms, cockpits and dashboards are all examples o
multi-user control systems. In each of these cases, there ca
be two or more users where each can manipulate the various
controls. Current systems have no way of easily distin-

guishing which user has activated a particular control. In . . . .
many cases, it does not matter who activated a control butA problem Seen in modern vehicles is the excessive number
: '~ And complexity of controls. For example, many cars have

in many other cases, knowing who activated a control can . X
have important benefits. This is best illustrated through SEParate window, seat adjustment, and lock controls for eac
some simple examples seat. If the vehicle also has audio and environmental dentro

for each seat, the number of controls becomes very large.

Consider the case of an airline cockpit. Many of these ard\ot only is this expensive, but it can be very confusing.
instrumented to record every action taken by the pilots. Th S°metimes, the sheer number of controls means that they
data is typically used to help understand what happerged in MUst be made very small to physically fit within a reasanabl
accident, but can also be used for training and evaluatiorff®& decreasing their usability. If the system could tell
purposes. Currently, it is difficult to know whethbetpilot ~ Which seat the user was in, there could be a single set of

or the co-pilot actuated a particular control. If this degme ~ CONtrols, and those would only operate systems pertaining t
that particular user. Thus, the number of controls coald b

Permission to make digital or hard copies of allpart of this work for dramatlcall_y reduced, \'/wrln'g' and hardware costs reduced,
personal or classroom use is granted without feeigied that copies are not ~ and operation greatly simplified.

made or distributed for profit or commercial adagd and that copies bear

this notice and the full citation on the first pag® copy otherwise, or  In this paper, we propose a new technique to discriminate
republish, to post on servers or to redistributists, requires prior specific  among users of physical controls. It works by placing a
permission and/or a fee. uniquely identifiable signal near the surface of each control
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Figure 1: Block Diagram of a DT Controls System



their person. When a user approaches a control, the sgnal SYSTEM OVERVIEW

capacitively coupled through the user to that user's receiverThe basic building blocks of a DT Controls system are
By examining the received signal, the system can determineshown in Figure 1. A multi-channel transmitter creates a
which controls that user is currently near. This infation large number of uniquely identifiable signals. These signals
can be recorded (to provide an auditing function),@nid/  are individually routed to insulated, conducting surfaoes
can be used to modify the functionality and/or behavior of the knobs, switches, etc. that comprise the operator interface.
each control. When a user operates a control, the corresponding signal i
capacitively coupled through that user to a receiver. Each
user has a separate receiver. Usually, we place the receive
antennas inside the chairs of the users to achieve excellent
capacitive coupling in an unobtrusive form. A master con-

BACKGROUND

Many current systems attempt to identify a user and ehang
behavior accordingly. Logging into a computer network is
common example. However, it is presumed that only one ) . ;
user at a time will attempt to operate the physical integiace troller_ receives s_lgnal strength data from the receivers, and
a particular workstation. The system has no way of knowingcomb'”es this with state data from the controls to perform

if a coworker has reached over to type or control thessmou (€ appropriate function. This is essentially a Diamond-
Touch system where the surface antennas have been sepa-

The Personal Area Network (PAN) [1-2] is a system for rated out and placed inside the various controls. In fact, ou
transferring data by touch. It uses low frequency electricdemonstration systems are constructed from old Diamond-
fields passed through the body of the user. Data transferredouch components described in [5].

can include identity, so a properly enabled doorknob could

be programmed to only respond to particular users.iJnfo Modifying a control for use in a DT Controls system is
tunately, this system was not designed for control Ipane straightforward in most cases. For each control, the ehiqu
applications and quickly becomes unwieldy as an identifi- jdentifiable signal is connected to an insulated conducting
cation method for a complex system. Adding PAN inter- syrface that, by design, the users must be very near in order
faces to a large number of controls would be prohibitively to operate the control. The goal is to have adequate capaci-

expensive. Also, there would be significant data collision tjye coupling to the user only when the user is neactn-
problems to solve if multiple controls were operated simul- 4.

taneously by a single user. A recent PAN system, RedTacton

[3, a[r)]pehars to havel addressed the collision issues, but ne may wonder why the conducting surface must be insu-
even higher unit implementation costs. lated. In general, we want to be able to deal with the case of

The Fingerprint User Interface [4] is a system for opegatin single user simultaneously operating numerous contifols.

devices based on the fingerprint of the particular user. Thisthe surfac_eg were uninsulated, touc.h.mg one qontrol would
allows functionality to vary not only between users, but make it difficult to detect the capacitive coupling to other

between different fingers of the same user. While one couldontrols.

imagine adding fingerprint scanners to each control in a

large panel, the cost would be prohibitive. Also, it fialilt 7
to imagine how one would add a fingerprint scannerdiala s W
or a touch screen.

DiamondTouch [5] is an example of a true simultaneous,
multi-user interface device and has many desirable proper-
ties. A DiamondTouch touch surface includes hundreds of
antennas where each transmits a uniquely identifiable signal.
By examining how these signals are coupled through a user,
the system determines where the user is touching. Giving
each user a separate receiver allows the system to uniquely
identify the touches of each user. Unfortunately, Dia-
mondTouch has been restricted to special touch surfaces
with embedded antenna patterns; it is not practical for use
with arbitrary physical controls.

In this work, we extend the DiamondTouch concept to ge-
neric physical control interfaces. As such, we refer to this
work as “DiamondTouch Controls,” or simply “DT Con-
trols.” We will show how typical controls such as switghe Figure 2: A push button which has been modified for
levers, knobs and even touch screens can be easily modified DT Controls use. Note the copper foil on the inside
to provide identity information. top surface.




EXAMPLE DT CONTROLS able signal to the top sheet in a way that does not interfere
Push Button with the measurement function. The easiest way to do this is
Figure 2 shows the details of a push button switch wiégsh by reserving a small time slot between measurements during
been suitably modified. In this case, a small patch of coppemhich the top sheet is modulated. Since our demo systems
tape has been added to the back surface of the switch. Thase time division multiplexing to create the unique sigrials,
plastic of the switch provides an insulator. In the casa of is a simple matter to reserve a brief slot for the touakescr
metal switch, the switch body itself could be used as thesurface. (Time division multiplexing means that we modu-
conductor, but a separate insulating layer would need to bédate each surface in turn so we can know which signal we are
added. Thick, rubberized paints, such as those used fofeceiving from the time we are receiving it. See [5] for de-
coating tool handles, are ideal for this purpose. tails on other options.)

Lockout Mechanism

An interesting feature of the DT Controls system & the
user can typically be sensed slightly before operating the
control. This can be very useful. For example, if only certai
users have permission to turn a dial, the dial can remain
physically locked in position until just before a pliged |

Flexible Top Sheet \

user attempts to turn it, eliminating any perceived untagki Transparent Resistive Coatin?
delay. Figure 3 shows a dial locking mechanism.

Spacers
Transparent Resistive Coating

Glass Substrate

Figure 4: Cross section of a typical resistive touch
screen. When finger pressure is applied, the top
sheet deforms to make electrical contact between
the two resistive layers.

USER-DEPENDENT CONTROL BEHAVIOR

In addition to changing the function of a control bagpdn
who is using it, we can also modify the behavior of te-c
trol itself. We distinguish a widget®&inction and itsbe-
havior. Function refers to the action the control causes to

Figure 3: A dial Iockﬁ mechanism. The mechanism happen (e.g., heat the driver's seat vs. heat the passenger's
is normally locked. Applying power to the solenoid seat);behaviorrefers to the feel of the control itself as de-
releases the mechanism to rotate freely. scribed below.

We note that some other systems have used identity infor-
r{nation to modifysoftwarewidgets' functions and behaviors
in traditional GUI settings [7] [8] [9] [10]. Pebbles][dses

without destroying the functionality of the device. Figdr PDAs to differentiate its users. It can then selectively gray
illustrates the construction of a typical resistive tougher ~ OUt Meénu-options on a per-user basis, in essence ¢pokin

[6]. There are two transparent resistive layers, separgted b USer from using that widget. This is similar to our eptam
spacer dots. When a user touches the screen, the flexible tdff @ dial which is physically unlocked only for authorized
layer deforms and physically touches the bottom layer.USers: Extending this idea, it is possible to more gdperal
Voltages are applied to one of the layers so that a voltag&hange the look, feel and sound of a control based upon the
gradient is created across the sheet, while the other sheet RErson interacting with it.

used as a conductor to measure the voltage on the first sheet

at the point of contact. The measurement is then repeate lenoid hani id ich oty of hapti
with the voltage gradient in a mostly orthogonal direction SO'€N0!C Mechanism can provide a rich varety or haptic
experiences. For example, the feel of single and multi-level

On a 4-wire screen, the two different voltage gradiants it digital hutt f th hoot
done on separate sheets, with the other sheet playing the ro ons (e.g. \gital camera shutlér — focus, then s OD.) ca
e programmatically created. If different users have differ-

of the conductive contact. On a 5-wire screen, the gradient t functionality f thei trols. th trol I
are always imposed on the bottom sheet. ent functionality irom their controls, the controls caefie
different to reflect this.

Touch Screen
LCD touch screen displays are an example of a commo
control for which it would be difficult to modify theugface

[11], it has been shown that a very simple force searsbr

In order to add an identity function to these standesibtive

touch screens, we simply need to apply a uniquely identifi-m addition to user-dependent haptic feedback, other sensory

mechanisms can be engaged in a user-dependent way. If a



car passenger is adjusting his or her seat, it might ipduhel troller that has been modified to also read the state of the
to have an audio alert to indicate when the limit of move- buttons and report the information back via a serial link.

ment is reached. However, there is no need to disturb théach receiver (a DiamondTouch receiver) also has its own
driver with this irrelevant information. The audio can be serial data link. For convenience, we use a four port USB to
directed in such a fashion as to only be heard by the passerial adapter, resulting in a single USB connection for the
senger. Similarly, a shared push-to-talk button can direct aapparatus.

microphone array to the person requesting to give speech

input.

TRUE IDENTITY

One drawback of the DT Controls system is that it oellg
you which receiver was coupled to a particular control. In
practical terms, this means that the system knows from
which seat (presuming the usual seat-based receivers) th
control was activated, but not necessarily the identity of that
person.

In order to get true identity, an alternate identification rmean
is necessary. Possibilities include a login procedure with a
password, biometric sensors, RFID tags, etc. If the receivers
are seat-based, it is easy to tell (via weight or capacitance
when a person leaves and a new person has entered the se
All critical controls would be disabled until the new person
is properly identified. A fingerprint scanner is a pautarly
robust identity mechanism because the scanner itself can b
DT Controls-enabled to help verify that the finger e t
scanner really does belong to the person currently in the  rigyre 5: DT Controls push button demo has four

chair. buttons and receivers for two users.

In some cases, it is more important to know the class of user
rather than the actual identity. For example, it may be im-
portant to lock out young children from operating certai
devices. Various metrics can be used to ascertain this sort of
class information. In the case of identifying a child, hgigh
weight, voice pitch, etc. can all be used, singularly, or in
combination, to help with classification. (Many vehicles
already have occupant sensors that provide this type of in-
formation as part of the airbag control system.) In yetroth
cases, the role of the user is sufficient — pilot vspitat;
driver vs. passenger. Roles can often be determined from
position alone.

DEMONSTRATION SYSTEMS

In order to prove the DT Controls concept, we created
hardware for two demo systems. The first has four gmpl
push buttons. The second uses an LCD resistive touch
screen.

Figure 6: DT Controls receiver pad. There is one for

Button Demo each user.

The hardware for the button demo is shown in Figuregl5 an

6. There are four push-button switches, modified forasse

DT Controls devices, mounted in a two-by-two grid on a A simple test application is shown in figure 7. Here, the
Plexiglas sheet. Although the system only has four bsitto  screen shows both the button state and the coupling from
the transmitter hardware could support several hundredhach yser. A button press is indicated with a filled circle
unique signals while maintaining a 30Hz refresh rate.ncluding the number of the user pressing the butttre T

Similarly, there are only two receivers on the demo, butoyter annulus indicates user coupling, filling in the tef
more could be added, well beyond the reasonable seatinggnt halves to indicate each user.

capacity in front of the controls.

, ) ) In addition to the test system, we currently have twio-au
The main controller is a standard DiamondTouch [5] con-



motive applications and a multi-user game that work with We again identify the two users by the seats that they are
the button demo hardware. These are intended to illestratsitting in. In this example shown in Figure 9, we useé-h

new interface techniques that are made possible by using DEontal pairs of DT Controls buttons to represent two-way
Controls. rocker switches. Each pair represents a single seat control.
The top pair of buttons tilts a seat forward and backveard,

the bottom pair moves a seat base forward and backward.
The same set of seat controls is shared between the tvgo use
Because the receivers are placed within the car seats, the
system is able to map input from each user to functiats th
control the appropriate seat. Both the driver and the pas-
senger can adjust their seats simultaneously without inter-
fering with one another’s input, and can even act upon the
same DT Controls button at the same time. It is wortingoti
that without DT Controls, this automobile would neeite

as many controls for adjusting the driver and passesegs,
adding to the cost of the automobile and to the confiusio

the dashboard interface.

Figure 7: A simple DT Controls test applicatin. The
screen indicates which user is pressing each button.

Our first demonstration application, shown in Figures&n
example of mediating control permissions through user
identification. This application models the use of up-down
switches to control the windows of a car. The buttorepin
representative of the standard window controls in a car, bu
in this case they are shared between the driver andngasse
either on the dashboard or on the center console. Car win
dows are usually controlled by a two-way rocker switch. In
our demo, each vertical pair of buttons models a single
rocker switch, controlling a single window. We identifiet Figure 8: Shared automotive window controls demo.
roles of two users, driver and passenger, by the sedts tha

they are sitting in. The two left buttons control theamul
down motion of the driver’'s window and the two right-b
tons control the up and down motion of the passesger’
window.

When the passenger presses the ‘up’ or ‘down’ button for
their window, the system responds in the expected manne
If the passenger attempts to raise or lower the driver'sf
window, the system ignores their input. The driver has th
authority to operate not only his or her own windowt,ddso
the passenger’s window.

Situations often arise in multi-user systems in whialtim i

ple people are issuing conflicting commands simultanepusl| .

either intentionally or accidentally. If a situation arises in " rijgure 9: Shared automotive seat controls demo.

which the driver and passenger are issuing conflicting

commands (such as when the passenger is pressing ‘up’ and

the driver is pressing ‘down’ for the same window), the Finally, we built a collaborative multi-player variation oéth

system ignores the input of the passenger and obeys thpopular children’s game “Simon”. In the game “Simon”,

driver. each of four buttons is mapped to an individual sound. A
) . o single player must listen to and then repeat patterns of

Our second automotive demonstration application is ansoynds by pressing these buttons in the correct sequance. |

example of multiplexing function through role identification myti-player Simon, each player has a distinctive set of



sounds, and these are intermixed in a random sequence. THIC16F876. All data is transmitted via a single seriakinte
two person team loses if they either press the wrong seface.

guence of buttons or if a correct button is pressed by the

wrong player. Success in multi-player Simon depends onThe touch panel demo hardware, shown in Figure 11, can be
turn taking and cooperation. used with the two automotive demo applications described
above. In each case, there are a set of graphical widgets on
the touch screen corresponding to the push buttons. The
users touch the screen in order to actuate the buttorth@nd
system mediates permissions and multiplexes functions
based on the user role. These are shown in Figures 12 and
13.

Figu?e 10: 5-wire, resistive touch screen.

Touch Screen Demo
The touch screen demo uses an Elo SCN-AT (E274) 5-wire
resistive touch screen shown in Figure 10. It has an activd
area of approximately 19.7cm x 14.8cm. Lacking an appro-
priately sized LCD panel, this was mounted on a standard
38cm diagonal LCD monitor, with a panel to mask off the
unused screen area.

15A4A0EST

Figure 12: Shared automotive window control demo
on a standard touch screen with a custom controller
to provide DT Controls functionality.

+ DISensar Automolive Demo
Drer's Seal

Figure 11: Rear view of LCD monitor with a custom
5-wire, resistive touch screen controller for DT Con-
trols. The two receiver boards have been carefully
arranged to achieve the much sought after “crude
demo” appearance.

Figure 13: Shared automotive seat control demo on
a standard touch screen with a custom controller to
provide DT Controls functionality.

The touch screen is driven by a custom controller based on
PIC16F876. It performs all of the traditional touctreen
controller functions, as well as providing surface modoitati
and receiver synchronization. There are two receivers. Onc
again, the receivers are DiamondTouch [5] receiver boards
but they have been modified to allow control from thglein

Unlike the button versions, the touch panel is somewhat

more restricted in functionality — only one person at a time
ay operate the on-screen controls. Resistive touch screens

are not designed to accept simultaneous touch events Whe



two or more points are touched, an alternative currentipath Another cockpit application enabled by this technology is
created Whiph_ distorts the pregum_ed linear voltage gradientequire more than one user to be touching a control in order
on the resistive sheet. In this circumstance, most toucho enable an action. For example, it is a common convention

screen controllers erroneously report a touch somewhere ifhat both the pilot and co-pilot of an airplane be actuatiag

between the actual touch locations. An advantage of havinghrottle on takeoff. This convention could be enforcedgis
a DT Controls enabled touch screen is that it can detect whepyT controls.

two users are attempting to operate the system simultane-
ously, and take appropriate action.

FUTURE APPLICATIONS

Automobile systems pose difficult safety issues. A driver
can become distracted while trying to operate these system
increasing the chances of an accident occurring. DT Con-
trols can reduce the number of controls in a vehicle. This
decreases the time wasted hunting for a specific control, an
should decrease eyes-off-the-road time. Another way tog
reduce driver distraction is to present information to the

occupants based on their role.
might provide spoken feedback to the driver, but prethent
same feedback to a passenger in visual form.

CONCLUSION

We have described and demonstrated a simple and inex-
pensive method to add identity information to common
hysical controls in a multi-user environment, and disalisse
arious applications. The identity information allows as t
change both the function and behavior of interfaces, while
improving safety and usability for the end user. Ow ap
roach opens new avenues for exploring multi-user inter-
aces as well as improving traditional interfaces.
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